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DISCLAIMER

The opinions expressed in this presentation are mine, 
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The opinions expressed in this presentation are mine, 
and mine alone, and are not those of the Commission, 
any Commissioner (other than myself) or any member 
of the staff of the Commission.  Further, nothing in this 
presentation should be attributed to any case or 

 b f  h  C i i    b  f h  matter before the Commission, to any member of the 
staff of the Commission, other Commissioner or the 
CommissionCommission.
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Established on a temporary basis 
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Established on a temporary basis 
after the September 11, 2001 p ,
terrorist attacks
N NA CNow a permanent NARUC 
committeecommittee
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Purpose:  To provide State regulators with a forum to 
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Purpose:  To provide State regulators with a forum to 
analyze solutions to utility infrastructure security and 
delivery concerns
As demonstrated on Sept. 11 and later during 
subsequent hurricanes, particularly Hurricane Katrina, 
protection of the nation’s water, energy and 
telecommunications infrastructure is critical to the 

ti l it  i t t  f th  U it d St tnational security interests of the United States



ABOUT THE CI COMMITTEE

The CI Committee  together with its Staff 
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The CI Committee, together with its Staff 
Subcommittee, gives State regulators 
opportunities to share best practices and opportunities to share best practices and 
collaborate amongst themselves and their 
federal counterparts together with private federal counterparts together with private 
sector partners
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6



WHY WORRY ABOUT CI?
7



8



9



RECENT ACTIVITIES

2010—The committee hosted twice-monthly 
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2010 The committee hosted twice-monthly 
conference calls on various topics

CybersecurityCybersecurity
Ice storm responses
R  f  ll  h  J100 RAMCAP Recent conference call on the J100 RAMCAP 
standard for risk and resilience management of 
water and wastewater systemswater and wastewater systems



RECENT ACTIVITIES

Cybersecurity
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Cybersecurity
InformationWeek, Feb. 5, 2010--annual spending 
on smart grid cybersecurity will more than triple on smart grid cybersecurity will more than triple 
from $1.2 billion last year to $3.7 billion in 2015. 
Montreal Gazette, Sept. 10, 2010--Cyber security , p , y y
a growing concern in energy sector



RECENT ACTIVITIES

Ice Storm Responses
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Ice Storm Responses
Energy and Water Dependency Issues



RECENT ACTIVITIES

J100 RAMCAP
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J100 RAMCAP
There are three key upgrades in the RAMCAP® methodology that 
differentiate it from earlier methodologies that may have been 
applied in the water sector:

RAMCAP provides guidance for calculating the Probability of Attack 
in a more granular fashion in that it is not assumed to be 100% or 1. 
RAMCAP provides guidance for calculating the probability of a 
specific natural hazard occurring at a given utility (i.e., earthquake, 
tornado, and hurricane). 
RAMCAP provides guidance for calculating asset and utility resilience. 
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Semi-annual meetings of the Committee
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Semi annual meetings of the Committee
Winter Committee Meetings (2010)—Presentations

ARRA State and Local Energy Assurance Planning and gy g
Implementation—presentation by U.S. Department Of 
Energy (DOE)
P t ti  S it  Ad i  P t ti  b  th  Protective Security Advisor Program—presentation by the 
Department of Homeland Security (DHS)
Promoting Community-Based Water Resiliency—g y y
presentation by U.S. Environmental Protection Agency 
(EPA) 



RECENT ACTIVITIES

Worked with the National Association of State Energy 
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Wo ed w  e Na o a  ssoc a o  o  S a e e gy 
Officials to issue a national guide for writing and 
implementing energy assurance plans by the States
Contributed to the update of the National Infrastructure 
Plan in 2010
P d  b  f h  l  Participated as members of the national government 
coordinating councils for the energy sector, water sector, 
and communications sectorand communications sector



RECENT ACTIVITIES

Hosted two trainings, one at NARUC’s Southeastern US 
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os ed wo a gs, o e a  N UC s Sou eas e  US 
regional meetings in Point Clear, Alabama, with over 80 
attendees, and another training at the NARUC Summer 
C S C l fCommittee meetings in Sacramento, California
These trainings, funded by DHS, provided Commissioners 
with the basic terms and concepts of critical infrastructure with the basic terms and concepts of critical infrastructure 
protection and how they apply to regulators and the 
regulation of utility services for water, telecommunications, 
energy and transportation, as well as other independent 
sectors 



RECENT ACTIVITIES

July 2010—Members of the Committee and 
17

July 2010 Members of the Committee and 
staff subcommittee were key participants in a 
national preparedness exercise called “Secure national preparedness exercise called Secure 
Grid 2010” hosted by DOD, DOE and DHS in 
Colorado Springs  ColoradoColorado Springs, Colorado
Exercise focused on cybersecurity for the 
electric sector and on interdependencies with electric sector and on interdependencies with 
other sectors, including the water sector



RECENT ACTIVITIES

CI Committee worked with NARUC Grants & Research 
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Department to organize and host tabletop exercises for five 
states:  Ohio, Pennsylvania, Maine, Michigan and Texas
Mi hi  d T  i   f d  l i   Michigan and Texas scenarios were focused on electric, gas 
and telecommunications infrastructure
Maine scenario explored the impact of major flooding on the Maine scenario explored the impact of major flooding on the 
Kennebeck River, with critical impacts to water systems
Ohio and Pennsylvania scenarios explored the disabling of 
drinking water systems due to severe and extended power 
outages in the Lake Erie region.



RECENT ACTIVITIES

NARUC continues to implement two grants from 
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NARUC continues to implement two grants from 
DOE and Homeland Security and build 
partnerships with the Federal government  the partnerships with the Federal government, the 
private sector, and between states to improve 
the protection of essential utility assetsthe protection of essential utility assets.



FUTURE ACTIVITIES

CI Committee Strategic Planning Session later this 
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CI Committee Strategic Planning Session later this 
month to develop long range strategy and direction 
for the Committee
NARUC Annual Conference in Atlanta, Georgia, 
November 14-17, 2010
Continued twice-monthly conference calls for the 
remainder of 2010 to discuss timely issues relating to 
CI
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