SUMMARY ON THE ACTIVITIES OF THE
NARUC COMMITTEE ON CRITICAL
INFRASTRUCTURE

NAWC Annual Conference
Tucson, AZ




DISCLAIMER

The opinions expressed in this presentation are mine,
and mine alone, and are not those of the Commission,
any Commissioner (other than myself) or any member
of the staff of the Commission. Further, nothing in this
presentation should be attributed to any case or
matter before the Commission, to any member of the
staff of the Commission, other Commissioner or the
Commission.



ABOUT THE CI COMMITTEE

Established on a temporary basis
after the September 11, 2001

terrorist attacks

Now a permanent NARUC
committee



ABOUT THE CI COMMITTEE

Purpose: To provide State regulators with a forum to
analyze solutions to utility infrastructure security and
delivery concerns

As demonstrated on Sept. 11 and later during
subsequent hurricanes, particularly Hurricane Katring,
protection of the nation’s water, energy and
telecommunications infrastructure is critical to the
national security interests of the United States



ABOUT THE CI COMMITTEE

The Cl Committee, together with its Staff
Subcommittee, gives State regulators
opportunities to share best practices and
collaborate amongst themselves and their
federal counterparts together with private
sector partners



WHY WORRY ABOUT CI?



The Fepublic - Eeport: WNEC needs more tools to fry to keep terronists from getting jobs at moclear plamds
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Report: WERC needs muore tools to v to keep terrorists frrom getting

jobs at mnuuclear plants

MICHAERL SGORMLEY Associated Press Wrriter
First Posted: Chorober 08, 2000 - &:45 am
Last Updated: Ocbolber 03, 2010 - 3: 26 pan
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AlBRaNyY, M.Y. — The Nudsar Rlegulatory
Commiission should be given better
access o criminal databases and
foreign ravel hisbory o v o keep
termaorists from gektting jobs inside the
nation's nuclear power plants, fedaeral
auditors said in a report Momndanyy .
The commission's inspector general, at
the behest of Sen. Charles Schurmer,
bagan the review afier a suspected al-
Zaida member, Sharf Mobley, was
fowund to hawve workked in a Mew Joersaey
nuclear powveer plant for sic years.

"The terrorists look for owr weak
pressure points amnd s certainly
possible theay may say, "Maybe we can
saend sormeone to infilbrate a nuclear
posear plant. " Scdhuamenr, of Meww York:,
told The Assocciated Press im an
interview. “It's mot that these power
plants are rife with termrorists ... bak all
you nead is one.”

Mobley's armrest showed that thve nation
neads better security to probtect nuclear
plants from terrorist infilbration, and the
NRC "bruly stepped up bto the plabe and
prowvided concrete, actionable
recormmendaticns thiat cam be pat i
place immediately.” Schumer said.
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Schurmer disoussaed the audit and

security issues during a series of ewvs
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.S, power plants at risk of attack by computer worm like Stuxnet

@The Washington Post
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U.S. power plants at risk of attack by computer

worm like Stuxnet

By Ellen INakashima
Frnday, October 1, 2010; 2:49 PhJA

A sophisticated wornm designed to infiltrate
mdustrnal control systems could be used as a
blueprint to sabotage machines that are
critical to TI.S. power plants, electrical grids
and other infrastructure, experts are wanmng

The discowvery of Stuxnet, which some
analysts have called the "malware of the
century”™ becanse of 1ts ability to damagse or
possibly destroy sensitive control systems,
has served as a wake-up call to indostry
officials. Even though the wormn has mot yet
been foumd i control systems in the Tindted
States, it could be only a matter of time
before sinular threats show up here.

“Cnute honestly you've got a blueprnt now,™
said hichael J. Assamte formeer chief security
officer at the MNorth American Electric
Fehability Corporation, anmthlsir}rbod'_r,r
that sets standards to emsure the
supply. A copycat may decide to enmalate it
maybe o canse a pressure valve to open or
close at the wrong time. ¥ ou could canse
damage and the damage conld be
catastrophic.™
Joe Weiss, an industrial control systemn
security specialist and managing partner at
Control Solntions m Cupertimo,

Calif | said “the really scary part™ about
Sh:me‘l’isi.tsab:ilitytc determine wihat
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"physical process it wants to blow up.” Said
Weiss: Wha‘tthlsmlsessentl.all}r cyber
weapom

Fesearchers still do not know who created
Stu=net, or whoy

The antivirs security firm Symantec

taking control of servers it had been
conmected to, determuned that the mabsare
had infected about 45 000 computers around t
be world. MMost of those minfected - about
30000 - were in Iran. Those computers were
not the targets, but the finding sunggested

that the target was nearbry.

Specuolation has focused on Iram's nuclear
enrichmeent facilittes, and this week Iraniam
officials sand they suspect a foreagn
organization or nation designed the worm.
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ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGEMNCY RESFOMSE TEAM

ICS-CERT ADVISORY

ICS5A-10-272-01—PRIMARY STUXMNET INDICATORS
September 2% 2010

OVERWVIEW

ICS-CERT has been achively inveshgating and reporiing on the Stuxmet sulnerababiy. To date, ICS-CERT
has mleased ICSA-10-201-01-Malware Targeting Siemens Control Soffware® (inchuding Updates B £ O)
and ICSA-10-238-01 -Stoxnet Mitigations" (including Update B).

Stmmet nses four zero-day exploits (twro of which have been patched™) and takes advantaze of a
walnerability also explodted by Conficker, which has been documented in Microsoft Secunty Bulletim
BAS-0E067_° The known methods of propagation inchide infected USE devices, netwrork shares, STEP 7
Project files, WinCC database files, and the prinf spooler vulnerability addressed by MS-10-061_% The
mabware can be updated through a command and control infrastechore as well as peer-to-peer
commmmmcation using the Eemote Procedurs Call (FPC) protocol.

The makware also mteracts with Seemens SIMATIC WindCC or SIMATIC STEP 7 soffware. Exact
soffware versions and confipnrations that may be affected are =hll bemmg analyzad jomtly by ICS-CERT
and Siemens. We have hsted the following mdicators for nse mn detecting this malerare.

PRIMARY MALWARE INDICATORS

|

INDICATOR LIST OVERVIEW

The following indicator hist was developed by ICS-CEERET and wnll be usefinl in detecting malicious filas
n systems infected with Stuwoet. Tests were performeed on tero systems. One system was a new
mstallation of Windows HP SP3 that was subsequently infected with Situ=xnet. The other machine was the
same Windows confipuration buf also included Siemens WinCC and STEP 7 software installafions.
Based on these tests, ICS-CERT has determmined that these indicators fall mto two groups. Some
mdicators appear on systems whether cr not they have Siemens WmOCOC/'STEP 7 installed, and the others
only appear on systems with WinCC/STEP 7 mstalled.

ICS-CERT Advisory 10-272-01 FPage 1 of 4



RECENT ACTIVITIES

2010—The committee hosted twice-monthly
conference calls on various topics

Cybersecurity

lce storm responses

Recent conference call on the J100 RAMCAP
standard for risk and resilience management of
water and wastewater systems



RECENT ACTIVITIES

Cybersecurity

InformationWeek, Feb. 5, 2010--annual spending
on smart grid cybersecurity will more than triple
from $1.2 billion last year to $3.7 billion in 2015.

Montreal Gazette, Sept. 10, 2010--Cyber security
a growing concern in energy sector



RECENT ACTIVITIES

iz 4|
7 lce Storm Responses

©1Energy and Water Dependency Issues



RECENT ACTIVITIES

J100 RAMCAP

There are three key upgrades in the RAMCAP® methodology that
differentiate it from earlier methodologies that may have been
applied in the water sector:

RAMCAP provides guidance for calculating the Probability of Attack
in a more granular fashion in that it is not assumed to be 100% or 1.

RAMCAP provides guidance for calculating the probability of a
specific natural hazard occurring at a given utility (i.e., earthquake,
tornado, and hurricane).

RAMCAP provides guidance for calculating asset and utility resilience.



RECENT ACTIVITIES

Semi-annual meetings of the Committee

Winter Committee Meetings (2010)—Presentations

ARRA State and Local Energy Assurance Planning and

Implementation—ypresentation by U.S. Department Of
Energy (DOE)

Protective Security Advisor Program—presentation by the
Department of Homeland Security (DHS)

Promoting Community-Based Water Resiliency—

presentation by U.S. Environmental Protection Agency
(EPA)



RECENT ACTIVITIES

Worked with the National Association of State Energy
Officials to issue a national guide for writing and
implementing energy assurance plans by the States

Contributed to the update of the National Infrastructure
Plan in 2010

Participated as members of the national government

coordinating councils for the energy sector, water sector,
and communications sector



RECENT ACTIVITIES

Hosted two trainings, one at NARUC’s Southeastern US
regional meetings in Point Clear, Alabama, with over 80
attendees, and another training at the NARUC Summer
Committee meetings in Sacramento, California

These trainings, funded by DHS, provided Commissioners
with the basic terms and concepts of critical infrastructure
protection and how they apply to regulators and the
regulation of utility services for water, telecommunications,
energy and transportation, as well as other independent
sectors



RECENT ACTIVITIES

July 201 0—Members of the Committee and
staff subcommittee were key participants in a
national preparedness exercise called “Secure

Grid 2010” hosted by DOD, DOE and DHS in
Colorado Springs, Colorado

Exercise focused on cybersecurity for the
electric sector and on interdependencies with
other sectors, including the water sector



RECENT ACTIVITIES

Cl Committee worked with NARUC Grants & Research

Department to organize and host tabletop exercises for five
states: Ohio, Pennsylvania, Maine, Michigan and Texas

Michigan and Texas scenarios were focused on electric, gas
and telecommunications infrastructure

Maine scenario explored the impact of major flooding on the
Kennebeck River, with critical impacts to water systems

Ohio and Pennsylvania scenarios explored the disabling of
drinking water systems due to severe and extended power
outages in the Lake Erie region.



RECENT ACTIVITIES

NARUC continues to implement two grants from
DOE and Homeland Security and build
partnerships with the Federal government, the
private sector, and between states to improve
the protection of essential utility assets.



FUTURE ACTIVITIES

Cl Committee Strategic Planning Session later this

month to develop long range strategy and direction
for the Committee

NARUC Annual Conference in Atlanta, Georgiq,
November 14-17, 2010

Continued twice-monthly conference calls for the
remainder of 2010 to discuss timely issues relating to

Cl



QUESTIONS?

Terry Jarrett
Commissioner
Missouri Public Service Commission

terry.jarrett@psc.mo.gov

WWW.[PSC.MO.goVv




